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Moti vations
Making experiments on large scale realistic topologies

Using software and hardware implementations for the
Internet

Making experiment topology on one site
Users can check nodes/switches lamp status
Avoiding in�uenc es of links status on Internet
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Primary target testbed: StarBED
StarBED is a large-scale testbed based on actual nodes

512 PCs on one site, shared by multiple users
Management networks is separated from experiment
networks
Building experiment topologies using prepared
nodes without changing physical topologies by
con�gur ing VLAN or ATM VP/VC
5000-nodes topologies can be build with
VMWare(the our record is 1000-nodes topology)
2 * 10Gbps links to the Internet(WIDE and JGN2)
Running since 2002, built by NICT
http://www.starbed.org/

We propose a user support software architectural
model on a such large scale actual node-based testbed
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Rolesof usersupport software

User con�g uration loading
Node settings
Experiment topologies
Experiment scenarios

Resource management
VLAN IDs
Actual nodes

Installing OSs and applications

Con�gu ring switches

Driving user scenarios
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Management levels(1/2)
In our model, there are two management levels.

There are resources and functions which control these
resources in each level

These levels are divided depending on its manager
Facility level

Testbed administrators manage resources and
functions

User level
Users manage resources and functions
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Management levels(2/2)

Facility level
Resource: pooled nodes and VLAN IDs
Managing nodes and VLAN IDs usage
Con�gur ing switches
Managing facility-wide server

User level
Resource: leased nodes and VLAN IDs
Installing software to actual nodes
Sending user request to facility level functions
Driving the experiment according to the user
description
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System modulesat facility level(1/2)

TFTPd/DHCPd for booting nodes with PXE

FTPd for �le server access

Resource Manager(RM)
Managing usage of VLAN IDs and nodes

Wake on LAN(WoL) Agent
Sending WoL magic packets to a target node

SWConf
Con�gur ing the switches to satisfy user requests
Not con�g uring another user resources
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System modulesat facility level(2/2)
Directory Manipulator(DMAN)

A node obtain its initial boot loader with TFTP
Symbolic linked boot loaders are on TFTP directory
Changing a symbolic link to instructing a boot place

DMAN

TFTPboot

SYM link

Changing SYM links

Boot loader for node1
Boot loader for node2

Real boot loader B

Real boot loader A

Boot loader for node3

Facility Node Con�gur ation Pilot(FNCP)
Redirecting NI requests to ENCD
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Systemmodulesat user level
Experiment Node Con�gu ration Driver(ENCD)

Loading user con�gu ration �les
Driving experiments by communicating with another
modules

Node Initiator(NI)
Writing disk patition images to node's HDD

Scenario Master
Loading user scenario description
Passing scenarios to Scenario Slaves
Supporting to make rendezvous for experiment
nodes

Scenario Slave
Executing software according to user's scenarios
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Con�g uration �les

Structure
De�nition parts
Scenario parts

Class concept
Many nodes/networks with similar con�gu rations in
an experiment

Kind of scenarios
Global scenario for the Scenario Master
Node scenario for the Scenario Slaves

All con�gur ations are written in one �le .
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Building Experiment Topologies
Facility�wide servers

SWConf

RM

DMAN

WoL

FTPd

Configuration

file

User

ENCD

User management node

NI

Experiment node
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Building Experiment Topologies

loads

SWConf

RM

DMAN

WoL

FTPd

Configuration

file

User

ENCD

User management node

NI

Experiment node

Facility�wide servers
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Building Experiment Topologies
Facility�wide servers

SWConf

RM

DMAN

WoL

FTPd

Configuration

file

User

ENCD

User management node

loadsRequest
Assginment
Resource

Resource
Assignment

NI

Experiment node
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Building Experiment Topologies

booting NI

SWConf

RM

DMAN

WoL

FTPd

Configuration

file

User

ENCD

User management node

NI

Experiment node

Request to change
the boot loader for

Changnig the symbolic link
to the boot loader

Facility�wide servers
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Building Experiment Topologies

SWConf

RM

DMAN

WoL

FTPd

Configuration

file

User

ENCD

User management node

NI

Experiment node

Facility�wide servers

Send a Wol magic packet

MAC address of
the experiment node
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Building Experiment Topologies
Facility�wide servers

SWConf

RM

DMAN

WoL

FTPd

Configuration

file

User

ENCD

User management node

loadsRequest
Assginment
Resource

Resource
Assignment

WoL Magic Packets

NI

Experiment node

Experiment node
and NI on it
boot up
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Building Experiment Topologies
Facility�wide servers

SWConf

RM

DMAN

WoL

FTPd

Configuration

file

User

ENCD

User management node

loadsRequest
Assginment
Resource

Resource
Assignment

WoL Magic Packets

NI

Experiment node

Experiment node
and NI on it
boot up

boot nofitication Configration
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Building Experiment Topologies

Write the disk image

SWConf

RM

DMAN

WoL

FTPd

Configuration

file

User

ENCD

User management node

NI

Experiment node
Get the disk image

Facility�wide servers
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Building Experiment Topologies

SWConf

RM

DMAN

WoL

FTPd

Configuration

file

User

ENCD

User management node

NI

Experiment node

Facility�wide servers

to the boot loader
Change the symblic link

from the partition to write the disk image
Notify finished 

Request to change
the boot loader for
booting the node
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Building Experiment Topologies

boot nofitication

SWConf

RM

DMAN

WoL

FTPd

Configuration

file

User

ENCD

User management node

loadsRequest
Assginment
Resource

Resource
Assignment

NI

Experiment node

Experiment node
and NI on it
boot up

WoL Magic Packets Configration

Get the disk image

Request to change
the boot loader for

Facility�wide servers

boot from the partition

reboot this node
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Building Experiment Topologies

Configure switches
SWConf

RM

DMAN

WoL

FTPd

Configuration

file

User

ENCD

User management node

loadsRequest
Assginment
Resource

Resource
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Building Experiment Topologies

SWConf

RM

DMAN

WoL

FTPd

Configuration

file

User

ENCD

User management node

NI

Experiment node

Facility�wide servers

Now we can run the scenario
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FNCP-Redirecting NI requeststo ENCD
ENCD IP address is different for each experiment

NI doesn't know its ENCD IP address when it boots up

    configuration

    NI IP address

5) reply    node
3) reply

    IP address

4) request
    node
    configuration

2) request

   IP address     ENCD
   ENCD

    and ENCD IP address
1) register

FNCP

NI

ENCD

Tridentcom 2005, Trento, Italy, Feb 25. – p.13



Scenario descriptions

Written by procedural formed syntax

Scenario statements
Execution statements

Software for the real Internet
Timing control statements

Message passing
Waiting to drive the scenario
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Dri ving scenarios

 Notification of finished setup

Master
scenario

descriptions
Global

scenario

scenarios
Nodes

scenaro
Node

Experiment node

Slave
Scenario

scenaro
Node

scenaro
Node

scenaro
Node

Experiment node

Slave
Scenario

Experiment node

Slave
Scenario

Slave
Scenario
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 Notification of finished setup

The node scenario for the node

 Notification of finished setup

The node scenario for the node

 Notification of finished setup

The node scenario for the node
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The node scenario for the node

node
Management
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 Master

parts
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User
connfiguration

files

parts
Difinition
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Dri ving scenarios

Loading
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Node

Experiment node

Slave
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Dri ving scenarios
 Notification of finished setup
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Dri ving scenarios

 Notification of finished setup
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Dri ving scenarios
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Scenario
Master
scenario

descriptions
Global

scenario

scenarios
Nodes

Experiment node

Slave
Scenario

Experiment node

Slave
Scenario

Experiment node

Slave
Scenario

Experiment node

Slave
Scenario

scenaro
Node

scenaro
Node

scenaro
Node

scenaro
Node

 Notification of finished setup

The node scenario for the node

The node scenario for the node

The node scenario for the node

The node scenario for the node

User
connfiguration

files

node
Management

Scenario
 Master

parts
Scenario

parts
Difinition

 Notification of finished setup

 Notification of finished setup

Scenario Slave starts
executing softwares

according to
the node scenario

Tridentcom 2005, Trento, Italy, Feb 25. – p.15



Dri ving scenarios

 Messages for rendezvous
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Dri ving scenarios

 Messages for rendezvous
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Dri ving scenarios
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A simpleexperiment

Client[0]
Master

wake netserver

netserver

kill

Server[0]

"serverstarted"

"clisetupdone"

"cdone"

"quit"

<IPAddr>

netperf traffic

netperf

wakewate netperf

Scenario

nodecl ass svcl ass {
    par t i t i on 2
    ost ype " Fr eeBSD"
    di ski mage " f t p: / / anonymous: passwor d@172. 16. 1. 1/ s_i mage. gz"
    net i f  medi a f ast et her net
    scenar i o {
        wake " / si m/ net ser ver "  " / si m/ net ser ver "
        send " ser ver st ar t ed"
        r ecv msg
        msgswi t ch msg {  
            " qui t "  {
                wakewai t  " / usr / bi n/ ki l l al l "  \ \
                    " ki l l al l "  " net ser ver "
                exi t
            }  }  }  }

nodecl ass cl cl ass {
    par t i t i on 2
    ost ype " Fr eeBSD"
    di ski mage " f t p: / / anonymous: passwor d@172. 16. 1. 1/ c_i mage. gz"
    net i f  medi a f ast et her net
    scenar i o {
        send " cl i set updone"
        r ecv dst
        wakewai t  " / si m/ net per f "  " / si m/ net per f "  " - H"  dst
        send " cdone"
    }  }

net cl ass et hcl ass {
    medi a f ast et her net
    i paddr r ange " 192. 168. 3. 0/ 24"
}

nodeset  cl i ent  cl ass cl cl ass num 1
nodeset  ser ver  cl ass svcl ass num 1

net set  et hnet  cl ass et hcl ass num 1

at t ach ser ver . net i f [ " l an0" ]  et hnet
at t ach cl i ent . net i f [ " l an0" ]  et hnet

scenar i o {
    sync {
        msgmat ch ser ver [ 0]  " ser ver st ar t ed"
        msgmat ch cl i ent [ 0]  " cl i set updone"
    }     

    send cl i ent [ 0]  haddr ( ser ver [ 0] . net i f [ 0] . i paddr )
    sync {
        msgmat ch cl i ent [ 0]  " cdone"
    }
    send ser ver [ 0]  " qui t "
    exi t
}
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Classand instancede�nition s
nodecl ass svcl ass {
    par t i t i on 2
    ost ype " Fr eeBSD"
    di ski mage " f t p: / / anonymous: passwor d@172. 16. 1. 1/ s_i mage. gz"
    net i f  medi a f ast et her net
    scenar i o {
        wake " / si m/ net ser ver "  " / si m/ net ser ver "
        send " ser ver st ar t ed"
        r ecv msg
        msgswi t ch msg {  
            " qui t "  {
                wakewai t  " / usr / bi n/ ki l l al l "  " ki l l al l "  " net ser ver "
                exi t
            } } } }

nodeset  cl i ent  cl ass cl cl ass num 1
nodeset  ser ver  cl ass svcl ass num 1

net set  et hnet  cl ass et hcl ass num 1

at t ach ser ver . net i f [ " l an0" ]  et hnet
at t ach cl i ent . net i f [ " l an0" ]  et hnet
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Scenario de�n itions
nodecl ass svcl ass {

. . .
scenar i o {

wake " / si m/ net ser ver " " / si m/ net ser ver "
send " ser ver st ar t ed"
r ecv msg
msgswi t ch msg {

" qui t " {
wakewai t " / usr / bi n/ ki l l al l "

" ki l l al l " " net ser ver "
exi t

} } } }

nodecl ass cl cl ass {
. . .
scenar i o {

send " cl i set updone"
r ecv dst
wakewai t " / si m/ net per f " " / si m/ net per f " " � H" dst
send " cdone"

} }
. . .
scenar i o {

sync {
msgmat ch ser ver [ 0] " ser ver st ar t ed"
msgmat ch cl i ent [ 0] " cl i set updone"

}

send cl i ent [ 0] haddr ( ser ver [ 0] . net i f [ 0] . i paddr )
sync {

msgmat ch cl i ent [ 0] " cdone"
}
send ser ver [ 0] " qui t "
exi t

}

netperf traffic

netperf

wakewate netperf

Client[0]
Master
Scenario

wake netserver

netserver

kill

Server[0]

"serverstarted"

"clisetupdone"

"cdone"

"quit"

<IPAddr>
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Scenario de�n itions
nodecl ass svcl ass {

. . .
scenar i o {

wake " / si m/ net ser ver " " / si m/ net ser ver "
send " ser ver st ar t ed"
r ecv msg
msgswi t ch msg {

" qui t " {
wakewai t " / usr / bi n/ ki l l al l "

" ki l l al l " " net ser ver "
exi t

} } } }

nodecl ass cl cl ass {
. . .
scenar i o {

send " cl i set updone"
r ecv dst
wakewai t " / si m/ net per f " " / si m/ net per f " " � H" dst
send " cdone"

} }
. . .
scenar i o {

sync {
msgmat ch ser ver [ 0] " ser ver st ar t ed"
msgmat ch cl i ent [ 0] " cl i set updone"

}

send cl i ent [ 0] haddr ( ser ver [ 0] . net i f [ 0] . i paddr )
sync {

msgmat ch cl i ent [ 0] " cdone"
}
send ser ver [ 0] " qui t "
exi t

}

netserver

kill

Server[0]

"serverstarted"

"clisetupdone"

"cdone"

"quit"

<IPAddr>

netperf traffic

netperf

wakewate netperf

Client[0]Scenario
Master

wake netserver
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Scenario de�n itions
nodecl ass svcl ass {

. . .
scenar i o {

wake " / si m/ net ser ver " " / si m/ net ser ver "
send " ser ver st ar t ed"
r ecv msg
msgswi t ch msg {

" qui t " {
wakewai t " / usr / bi n/ ki l l al l "

" ki l l al l " " net ser ver "
exi t

} } } }

nodecl ass cl cl ass {
. . .
scenar i o {

send " cl i set updone"
r ecv dst
wakewai t " / si m/ net per f " " / si m/ net per f " " � H" dst
send " cdone"

} }
. . .
scenar i o {

sync {
msgmat ch ser ver [ 0] " ser ver st ar t ed"
msgmat ch cl i ent [ 0] " cl i set updone"

}

send cl i ent [ 0] haddr ( ser ver [ 0] . net i f [ 0] . i paddr )
sync {

msgmat ch cl i ent [ 0] " cdone"
}
send ser ver [ 0] " qui t "
exi t

}

netserver

kill

Server[0]

"clisetupdone"

"cdone"

"quit"

<IPAddr>

netperf traffic

netperf

wakewate netperf

Client[0]Scenario
Master

"serverstarted"

wake netserver
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Scenario de�n itions
nodecl ass svcl ass {

. . .
scenar i o {

wake " / si m/ net ser ver " " / si m/ net ser ver "
send " ser ver st ar t ed"
r ecv msg
msgswi t ch msg {

" qui t " {
wakewai t " / usr / bi n/ ki l l al l "

" ki l l al l " " net ser ver "
exi t

} } } }

nodecl ass cl cl ass {
. . .
scenar i o {

send " cl i set updone"
r ecv dst
wakewai t " / si m/ net per f " " / si m/ net per f " " � H" dst
send " cdone"

} }
. . .
scenar i o {

sync {
msgmat ch ser ver [ 0] " ser ver st ar t ed"
msgmat ch cl i ent [ 0] " cl i set updone"

}

send cl i ent [ 0] haddr ( ser ver [ 0] . net i f [ 0] . i paddr )
sync {

msgmat ch cl i ent [ 0] " cdone"
}
send ser ver [ 0] " qui t "
exi t

}

"clisetupdone"

kill

Server[0]

"cdone"

"quit"

<IPAddr>

netperf traffic

netperf

wakewate netperf

Client[0]Scenario
Master

wake netserver

netserver"serverstarted"
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Scenario de�n itions
nodecl ass svcl ass {

. . .
scenar i o {

wake " / si m/ net ser ver " " / si m/ net ser ver "
send " ser ver st ar t ed"
r ecv msg
msgswi t ch msg {

" qui t " {
wakewai t " / usr / bi n/ ki l l al l "

" ki l l al l " " net ser ver "
exi t

} } } }

nodecl ass cl cl ass {
. . .
scenar i o {

send " cl i set updone"
r ecv dst
wakewai t " / si m/ net per f " " / si m/ net per f " " � H" dst
send " cdone"

} }
. . .
scenar i o {

sync {
msgmat ch ser ver [ 0] " ser ver st ar t ed"
msgmat ch cl i ent [ 0] " cl i set updone"

}

send cl i ent [ 0] haddr ( ser ver [ 0] . net i f [ 0] . i paddr )
sync {

msgmat ch cl i ent [ 0] " cdone"
}
send ser ver [ 0] " qui t "
exi t

}

kill

Server[0]

"cdone"

"quit"

<IPAddr>

netperf traffic

netperf

Client[0]Scenario
Master

wakewate netperf

wake netserver

netserver"serverstarted"

"clisetupdone"

satisfied

condition
a specified

wait to
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Scenario de�n itions
nodecl ass svcl ass {

. . .
scenar i o {

wake " / si m/ net ser ver " " / si m/ net ser ver "
send " ser ver st ar t ed"
r ecv msg
msgswi t ch msg {

" qui t " {
wakewai t " / usr / bi n/ ki l l al l "

" ki l l al l " " net ser ver "
exi t

} } } }

nodecl ass cl cl ass {
. . .
scenar i o {

send " cl i set updone"
r ecv dst
wakewai t " / si m/ net per f " " / si m/ net per f " " � H" dst
send " cdone"

} }
. . .
scenar i o {

sync {
msgmat ch ser ver [ 0] " ser ver st ar t ed"
msgmat ch cl i ent [ 0] " cl i set updone"

}

send cl i ent [ 0] haddr ( ser ver [ 0] . net i f [ 0] . i paddr )
sync {

msgmat ch cl i ent [ 0] " cdone"
}
send ser ver [ 0] " qui t "
exi t

}

kill

"cdone"

"quit"

netperf traffic

netperf

wakewate netperf

Client[0]Scenario
Master

wake netserver

netserver"serverstarted"

"clisetupdone"

<IPAddr>

Server[0]
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Scenario de�n itions
nodecl ass svcl ass {

. . .
scenar i o {

wake " / si m/ net ser ver " " / si m/ net ser ver "
send " ser ver st ar t ed"
r ecv msg
msgswi t ch msg {

" qui t " {
wakewai t " / usr / bi n/ ki l l al l "

" ki l l al l " " net ser ver "
exi t

} } } }

nodecl ass cl cl ass {
. . .
scenar i o {

send " cl i set updone"
r ecv dst
wakewai t " / si m/ net per f " " / si m/ net per f " " � H" dst
send " cdone"

} }
. . .
scenar i o {

sync {
msgmat ch ser ver [ 0] " ser ver st ar t ed"
msgmat ch cl i ent [ 0] " cl i set updone"

}

send cl i ent [ 0] haddr ( ser ver [ 0] . net i f [ 0] . i paddr )
sync {

msgmat ch cl i ent [ 0] " cdone"
}
send ser ver [ 0] " qui t "
exi t

}

wakewate netperf

kill

Server[0]

"cdone"

"quit"

Client[0]Scenario
Master

wake netserver

netserver"serverstarted"

"clisetupdone"

netperf

netperf traffic

<IPAddr>
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Scenario de�n itions
nodecl ass svcl ass {

. . .
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sync {

msgmat ch cl i ent [ 0] " cdone"
}
send ser ver [ 0] " qui t "
exi t

}

kill

Server[0]

"quit"

Client[0]Scenario
Master

wake netserver

netserver"serverstarted"

"clisetupdone"

<IPAddr>

wakewate netperf

netperf traffic

netperf

"cdone"

Tridentcom 2005, Trento, Italy, Feb 25. – p.18



Scenario de�n itions
nodecl ass svcl ass {

. . .
scenar i o {

wake " / si m/ net ser ver " " / si m/ net ser ver "
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r ecv msg
msgswi t ch msg {
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nodecl ass cl cl ass {
. . .
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r ecv dst
wakewai t " / si m/ net per f " " / si m/ net per f " " � H" dst
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. . .
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msgmat ch ser ver [ 0] " ser ver st ar t ed"
msgmat ch cl i ent [ 0] " cl i set updone"

}

send cl i ent [ 0] haddr ( ser ver [ 0] . net i f [ 0] . i paddr )
sync {

msgmat ch cl i ent [ 0] " cdone"
}
send ser ver [ 0] " qui t "
exi t

}

<IPAddr>

wakewate netperf

netperf traffic

netperf

"quit"
kill

Server[0]

"cdone"

Client[0]Scenario
Master

wake netserver

netserver"serverstarted"

"clisetupdone"
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Experimentswhich hasbeenexecuted

Multicasting on over 200-node topologies

L2 Switch benchmarks by multicast traf�c

Emulating wireless networks on wired networks

Emulating G4 cellular phone networks

IP trackback

Overlay networks

and so on...
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Futur eWorks

Node health status checking

Self recovery

Exception handling during executing experiments

Supporting VMWare
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Conclusions

described an architectural model of user support
software for large scale network testbed based on
actual nodes

there are two management levels: facility level and
user level
de�ned functions and their relation model

implemented a user support software based on our
model
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Thank you

Toshiyuki MIYACHI <toshi-m@jaist.ac.jp>

StarBED Project
http://www.starbed.org/
http://www.hokuriku-it.nict.go.jp/english/
info@starbed.org
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Featuresof StarBED
512 PCs

Management network is separated from experiment
network

All PCs connect to intelligent the switches and we make
experiment topologies with con�gur ing the switches
VLAN or ATM

5000-nodes topology can be build using
VMWare(512PCs * 10VMs)

2 * 10Gbps links to the Internet(WIDE and JGN2)

VPN accessibility

User plug-in lacks for user nodes and switches

Controlling each node's console from one terminal

Our record is about 1000-nodes topology
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Nodesof StarBED

Nodes divided to groups depend on its functions

Changing the network interface on Group A, it will be
Group F

Group Nodes
Interfaces

HDD
ATM 100BaseTX 1GBaseT

A 208 1 0 0 IDE
B 64 1 1 0 IDE
C 32 1 4 0 SCSI
D 144 0 1 0 IDE
E 64 0 4 0 IDE
F 208 0 0 1 IDE
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View of StarBED

You can see more pictures at the StarBED web page
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The operation Flow

tim
e

executing experiments to the user scenario

switch configuration

initial configuration

install disk image

resource assignment

load user configuration file
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